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1. Executive Summary 

The Millennium Child Support Group (MCSG) recognizes the growing complexity and volatility 

of operating environments in which it delivers humanitarian, development, and advocacy 

interventions. In response, MCSG has adopted this comprehensive Risk Management and Duty 

of Care Policy to guide the organization's strategic and operational efforts toward identifying, 

evaluating, mitigating, and monitoring a wide array of risks that may affect its stakeholders, 

beneficiaries, partners, and staff. This document outlines structured and proactive processes for 

anticipating and addressing potential threats, aligning with international best practices, legal 

obligations, and the organization’s core values. 

This policy presents a governance framework and practical tools for embedding risk 

management and duty of care into everyday decision-making processes. It includes guidance on 

health and safety, safeguarding, data security, financial integrity, reputational management, field 

security, and crisis preparedness. It demonstrates MCSG’s unwavering commitment to the 

protection and well-being of its people and communities. 

 

2. Introduction 

MCSG operates in dynamic and sometimes high-risk environments, including regions affected 

by poverty, conflict, disease outbreaks, food insecurity, and weak institutions. These conditions 

pose a range of challenges that may affect the safety of its staff, the integrity of its operations, 

and the impact of its programs. This policy has been designed to systematically address such 

risks while reinforcing MCSG’s ethical, legal, and social responsibilities. 

This document integrates best practices from humanitarian principles, corporate risk 

management frameworks, and health and safety laws, tailored specifically for the context in 

which MCSG works. It empowers all levels of the organization—from the Board of Directors to 

field-level staff—to manage risks transparently and responsibly. 

 

3. Purpose and Objectives 

The primary purpose of this policy is to safeguard the lives, rights, and dignity of all persons 

who interact with or are impacted by MCSG’s work. This includes staff, volunteers, partners, 

beneficiaries, and other stakeholders. 

Objectives: 

 Establish a robust risk governance system aligned with organizational priorities. 

 Promote a culture of shared responsibility and proactive risk mitigation. 

 Ensure legal, regulatory, and donor compliance. 
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 Strengthen accountability and transparency. 

 Reduce exposure to financial, operational, reputational, and safeguarding risks. 

 Protect physical and psychological health and safety across all MCSG operations. 

 

4. Scope of the Policy 

This policy applies to all MCSG entities, including headquarters, regional and field offices, 

partner organizations, contractors, and any individuals acting on behalf of MCSG. It 

encompasses all projects, programs, operations, events, and interventions undertaken by the 

organization regardless of location. 

The scope extends across: 

 Staff and volunteer management 

 Program and service delivery 

 Procurement and financial operations 

 Data management and IT systems 

 Infrastructure and physical environments 

 Community and partner relations 

 

5. Definitions and Key Terms 

 Risk: The effect of uncertainty on the achievement of MCSG’s objectives. 

 Risk Management: Coordinated activities to direct and control an organization with 

regard to risk. 

 Duty of Care: The moral and legal obligation to ensure the safety and well-being of 

others. 

 Risk Appetite: The amount and type of risk that an organization is willing to pursue or 

retain. 

 Safeguarding: Measures to protect people, particularly vulnerable populations, from 

abuse and exploitation. 

 Incident: An event or series of events that may result in harm or disruption to operations. 

 Mitigation: Actions taken to reduce the severity, probability, or impact of a risk. 
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6. Legal, Ethical, and Regulatory Framework 

MCSG adheres to the highest standards of legal and ethical compliance. This policy is framed 

within relevant international, regional, and national legislation, as well as global best practices in 

humanitarian accountability and organizational governance. Legal frameworks considered 

include occupational safety laws, child protection statutes, data protection regulations (such as 

GDPR), and international humanitarian law. 

Ethical standards guiding this policy include the Core Humanitarian Standard, UN Guiding 

Principles on Business and Human Rights, and the principles of transparency, equity, justice, and 

inclusion. MCSG also aligns its operations with the Sustainable Development Goals (SDGs), 

particularly Goals 3, 5, 8, and 16. 

Regulatory obligations include donor compliance requirements, insurance laws, internal financial 

controls, safeguarding mandates, and national security regulations. 

 

7. Policy Statement 

MCSG is committed to creating and maintaining a safe, ethical, and inclusive working and 

programmatic environment by integrating comprehensive risk management into its strategy, 

systems, and culture. The organization affirms its duty of care to all stakeholders and recognizes 

that effective risk management is a shared responsibility at every level. 

The organization commits to: 

 Identifying and assessing risks proactively. 

 Implementing mitigation plans and allocating resources for safety and compliance. 

 Ensuring leadership oversight and accountability. 

 Embedding risk management into strategic decision-making. 

 Promoting staff and beneficiary well-being. 

 Complying with all relevant legal and ethical standards. 

 

 

 

8. Guiding Principles 

The following principles guide MCSG’s risk management and duty of care approach: 

 Prevention First: Focus on avoiding risks through foresight and proactive planning. 

 Participation: Encourage inclusive risk identification and decision-making. 

 Transparency: Maintain open reporting and accountability. 
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 Responsiveness: Act swiftly and effectively in addressing risks. 

 Learning: Integrate feedback, data, and evidence into continuous improvement. 

 Equity and Inclusion: Ensure that all risk measures are gender-sensitive, inclusive, and 

responsive to the needs of marginalized groups. 

 Resilience: Strengthen systems and processes that enhance organizational resilience. 

 

9. Risk Management Governance 

Risk management at MCSG is anchored in strong governance and leadership. The Board of 

Directors holds overall accountability for risk oversight. The Executive Director is responsible 

for ensuring implementation, supported by a Risk and Compliance Officer. 

Risk Governance Structure: 

 Board of Directors: Approves policies and receives periodic risk reports. 

 Executive Leadership Team: Oversees risk planning and integrates risk into 

organizational strategy. 

 Risk and Compliance Unit: Facilitates assessments, reporting, audits, and training. 

 Departmental Heads: Implement mitigation measures and monitor operational risks. 

 All Staff: Responsible for day-to-day risk identification and management. 

Governance also includes regular audits, scenario planning, incident tracking, and independent 

evaluations. 

 

10. Organizational Duty of Care Commitment 

MCSG upholds its duty of care through strategic planning, staff support systems, and inclusive 

program design. The organization recognizes that duty of care is a legal, moral, and institutional 

responsibility to avoid acts or omissions that could foreseeably harm others. 

Key Components: 

 Occupational Health and Safety: Safe working conditions and access to medical care. 

 Mental Health and Psychosocial Support: Regular debriefings, counseling services, 

and staff wellness initiatives. 

 Security Protocols: Risk-informed security planning for field operations. 

 Capacity Building: Equipping staff and volunteers with tools to manage risk. 

 Beneficiary Protection: Safeguarding children, women, and vulnerable groups in all 

interactions. 
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By honoring this commitment, MCSG reinforces trust and sustains a healthy and secure working 

environment for all. 

 

 

11. Incident Reporting and Investigation Procedures 

11.1 Reporting Channels 

Millennium Child Support Group (MCSG) is committed to fostering a culture of transparency 

and accountability. Staff, volunteers, beneficiaries, and stakeholders are encouraged to report any 

incident, hazard, or breach that poses a risk to individuals, property, data, or the organization’s 

reputation. 

Reporting can be done through the following channels: 

 Designated Focal Persons within each department 

 Confidential Email Reporting System: report@mcsg.org 

 Physical Incident Report Forms, available at field and regional offices 

 Emergency Hotlines, where applicable 

All reports shall be logged promptly and acknowledged within 24 hours. 

11.2 Confidentiality and Protection of Whistleblowers 

MCSG maintains strict confidentiality in all incident investigations. No person shall face 

retaliation, discrimination, or disciplinary action for reporting an incident in good faith. The 

organization complies with international best practices on whistleblower protection. 

11.3 Investigation Protocols 

All incidents are categorized based on severity and urgency. Investigations will be led by the 

Risk Management Committee or a designated investigator. Investigation protocols include: 

 Immediate risk assessment and response 

 Collection of evidence (witness accounts, photos, documents) 

 Interviews with affected parties 

 Root cause analysis 

 Documentation of findings 

Where necessary, external experts may be brought in to support the process. 
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11.4 Follow-Up and Corrective Actions 

Upon completion of the investigation: 

 A report will be shared with relevant departments and management 

 Corrective and preventive measures will be implemented 

 Disciplinary action will be taken where applicable 

 Support services will be offered to affected individuals 

11.5 Learning from Incidents 

All incidents, whether minor or major, serve as learning opportunities. Lessons learned are 

shared across departments and integrated into staff training and policy updates. Serious incidents 

may lead to the development of specific case studies or risk scenario planning exercises. 

 

12. Legal and Regulatory Compliance 

12.1 Overview of Relevant Laws and Regulations 

Millennium Child Support Group (MCSG) ensures that all its operations are compliant with 

applicable local, national, and international laws. This includes but is not limited to: 

 Labour laws governing staff and volunteer rights 

 Health and safety regulations 
 Data protection and privacy laws (e.g., Ghana Data Protection Act 2012 and GDPR for 

international partners) 

 Child protection and safeguarding legislation 
 Financial regulations, including anti-money laundering and donor compliance standards 

Legal counsel or consultants are engaged where necessary to provide updates and interpretations 

of new or complex regulations. 

12.2 Regulatory Reporting Obligations 

MCSG complies with all statutory reporting obligations, including: 

 Filing annual financial and audit reports with regulatory bodies 

 Submitting program implementation reports to governmental partners and donor agencies 

 Notifying authorities of reportable incidents (e.g., child abuse, workplace accidents, data 

breaches) 

 Ensuring registration and license renewals for operational permits and legal status 

The Compliance Officer, in collaboration with the Head of Risk Management and Executive 

Director, ensures timely reporting. 
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12.3 Legal Liabilities and Protections 

The organization actively mitigates legal risk by: 

 Requiring legally vetted contracts and MoUs with partners, vendors, and staff 

 Providing insurance coverage for organizational assets, staff, and volunteers 

 Training staff on legal implications of their actions and decisions 

 Establishing dispute resolution mechanisms, including internal mediation and access to 

external arbitration or courts if necessary 

In the event of legal proceedings, MCSG ensures the availability of legal defense, full 

documentation, and compliance with judicial or regulatory instructions. 

 

13. Financial and Fiduciary Risk Management 

13.1 Financial Controls and Auditing 

MCSG maintains robust financial management systems to ensure transparency, accuracy, and 

accountability in the use of funds. Key controls include: 

 Segregation of duties in financial transactions 

 Use of approved budgets and periodic variance analysis 

 Mandatory dual signatories for all bank transactions 

 Monthly reconciliations of accounts and financial reports 

 Annual external audits conducted by accredited firms 

All financial records are stored securely and are accessible for internal and donor audits. 

13.2 Fraud and Corruption Risk 

To prevent and detect fraud or corruption, MCSG applies a zero-tolerance policy and enforces: 

 A Code of Conduct addressing bribery, kickbacks, and conflicts of interest 

 Whistleblower protection mechanisms for reporting financial misconduct 

 Regular anti-fraud training for finance and program teams 

 Routine spot checks and financial reviews in high-risk projects or regions 

Suspected cases of fraud are investigated promptly and may result in termination, legal action, or 

reporting to authorities. 

13.3 Donor Compliance and Conditionality 
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MCSG strictly adheres to the financial and operational guidelines outlined by its funding 

partners. This includes: 

 Timely financial and narrative reports according to donor formats 

 Maintenance of separate project accounts where required 

 Tracking expenditures against specific budget lines 

 Adhering to procurement and asset management procedures defined by funders 

 Ensuring cost eligibility and documentation for all expenses 

Non-compliance risks are reviewed during grant onboarding and addressed through internal 

checklists and compliance dashboards. 

13.4 Anti-Money Laundering Measures 

MCSG takes necessary steps to prevent the organization from being used for money laundering, 

including: 

 Conducting due diligence on partners, suppliers, and donors 

 Maintaining transaction records for a minimum of seven years 

 Training relevant staff on red flags and reporting obligations 

 Flagging and reporting suspicious transactions to appropriate authorities in line with 

national and international guidelines 

Internal finance and legal units ensure that these practices are continually updated based on 

evolving risks. 

14. Health, Safety, and Security Protocols 

14.1 Workplace Health and Safety 

Millennium Child Support Group (MCSG) is committed to maintaining a safe and healthy 

working environment for all staff, volunteers, visitors, and partners. This includes: 

 Conducting regular safety audits at office and field sites 

 Providing ergonomic workstations and promoting wellness in the workplace 

 Ensuring all premises have basic emergency provisions: first-aid kits, fire extinguishers, 

evacuation maps 

 Enforcing incident reporting for all workplace injuries, near-misses, or hazards 

 Complying with occupational health standards as outlined by national regulations and 

international best practices 

All staff must participate in annual health and safety training. 

14.2 Security Guidelines for High-Risk Environments 
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Where MCSG operates in volatile or high-risk settings (e.g., conflict zones, areas with political 

unrest, or remote rural areas), enhanced security protocols apply: 

 Pre-deployment risk assessments and security briefings 

 Use of check-in/check-out procedures for field movement 

 Emergency contact systems and designated safety focal points 

 Provision of security escorts or transport when necessary 

 Temporary suspension of field activities in case of credible threats 

Security plans are updated quarterly or as risks evolve. 

14.3 Emergency Preparedness and Crisis Management 

MCSG maintains a proactive Crisis Management Framework, which includes: 

 Development of location-specific emergency plans 

 Formation of a Crisis Management Team (CMT) with clear roles and authority 

 Designated safe zones and muster points for evacuations 

 Simulated drills for fire, lockdown, or natural disaster responses 

 Access to emergency funds and resources in case of major incidents or evacuations 

In the event of a large-scale emergency, the CMT will activate a coordinated response and 

communication strategy. 

14.4 Field Work Safety Protocols 

Given the scope of MCSG's community engagement and outreach work, the following safety 

protocols are required during fieldwork: 

 Field safety briefings prior to deployment 

 Mandatory use of personal protective equipment (PPE) where relevant (e.g., during 

health campaigns or COVID-19 responses) 

 Ensuring transport is roadworthy and drivers trained in defensive driving 

 Maintaining field contact logs and travel itineraries 

 Avoiding solo fieldwork in isolated areas unless pre-approved and supported by tracking 

measures 

Field teams must carry emergency contact cards and adhere to check-in protocols throughout 

their deployment. 
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15. Mental Health and Well-being of Staff and Volunteers 

15.1 Stress Management and Burnout Prevention 

MCSG acknowledges the emotional toll and stress associated with humanitarian and community-

focused work. To support mental resilience and well-being, the organization: 

 Promotes reasonable workloads and work-life balance 

 Encourages the use of annual leave and rest periods 

 Implements a rotational staffing system for high-stress roles 

 Hosts monthly wellness sessions, including mindfulness and stress-relief techniques 

 Facilitates open-door policies for staff to raise concerns about emotional exhaustion 

Team leads are trained to identify early signs of burnout and offer appropriate support. 

 

15.2 Access to Counseling and Support Services 

To ensure mental health support is available to all personnel, MCSG provides: 

 Access to confidential professional counseling services, both in-person and virtually 

 A Mental Health Focal Person assigned in each regional office 

 Peer support networks and buddy systems for field staff 

 Referral pathways for more intensive psychological or psychiatric care 

 Follow-up debriefing and mental health assessments after traumatic incidents 

Counseling services are also extended to volunteers and interns. 

15.3 Promoting a Culture of Care 

The organization is intentional about creating a compassionate and safe environment. Initiatives 

include: 

 Integration of mental health themes into team meetings and training 

 Celebration of mental health awareness days and self-care campaigns 

 Inclusion of mental well-being indicators in staff satisfaction surveys 

 Leadership modeling of self-care and boundary-setting 

 Recognition of emotional labor and compassionate leadership training for managers 

MCSG aims to normalize conversations around mental health and reduce stigma at all 

organizational levels. 



15 | P a g e  
 

 

16. Safeguarding Policies and Child Protection Measures 

16.1 Safeguarding Responsibilities 

Millennium Child Support Group (MCSG) is fully committed to the protection of children, 

young people, and vulnerable adults from all forms of abuse, exploitation, neglect, and 

violence. Safeguarding is a shared responsibility that applies to all staff, board members, 

volunteers, contractors, and partners. Core responsibilities include: 

 Upholding a zero-tolerance policy for abuse and exploitation 

 Ensuring all program design and implementation considers safety and dignity 

 Mandatory signing of the MCSG Safeguarding Code of Conduct by all representatives 

 Appointing a Safeguarding Lead and trained focal persons in all major program areas 

 Enforcing procedures for vetting and background checks, especially for roles involving 

children 

 

16.2 Staff and Volunteer Training 

Safeguarding awareness and education are essential for prevention and early response. MCSG 

mandates that: 

 All staff and volunteers complete initial safeguarding induction training within one 

month of joining 

 Annual refresher courses are delivered in-person or online 

 Specialized training is provided for field teams, educators, and those working in direct 

contact with children or vulnerable populations 

 Program managers receive training in safe recruitment, supervision, and 

accountability 

Attendance and performance in safeguarding training are tracked and monitored. 

16.3 Reporting and Responding to Safeguarding Concerns 

MCSG provides safe, accessible, and confidential mechanisms for reporting safeguarding 

violations: 

 Reports may be submitted via secure email, safeguarding hotline, or in person 

 Anonymous reports are accepted and acted upon with due diligence 

 The organization ensures timely and survivor-centered response, including medical, 

psychosocial, and legal support 
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 All reports are logged in a central safeguarding incident database and reviewed by the 

Safeguarding Committee 

 The rights and wishes of survivors are respected throughout the process 

 Mandatory reporting obligations to statutory agencies are upheld as required by law 

All reported concerns are investigated confidentially and without retaliation to the reporter. 

 

17. Cybersecurity and Data Protection 

17.1 Information Security Measures 

Millennium Child Support Group (MCSG) is committed to safeguarding all digital and physical 

information assets from unauthorized access, misuse, disclosure, disruption, modification, or 

destruction. Measures include: 

 Strong password protocols, multi-factor authentication (MFA), and secure login 

policies 

 Firewall and antivirus protections on all devices and servers 

 Regular data backups and offsite/cloud storage solutions 

 Controlled access to sensitive documents based on need-to-know principles 

 Restricting access to external devices and use of organizational IT hardware only for 

sensitive operations 

All staff must complete cybersecurity awareness training and adhere to the organization's ICT 

policy. 

17.2 Data Breach Protocols 

In the event of a suspected or actual data breach, MCSG will follow a structured response 

procedure: 

 Immediate containment of the breach and assessment of impact 

 Notification to the Data Protection Officer (DPO) within 12 hours 

 Internal investigation and coordination with IT support to close vulnerabilities 

 If applicable, informing affected individuals and the Data Protection Commission in 

line with legal obligations 

 Implementation of corrective measures and security upgrades 

All incidents are recorded in a Data Breach Register, and lessons learned are integrated into 

staff training. 

17.3 Confidentiality and Access Controls 
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To ensure personal and program-related data is treated with confidentiality and respect, MCSG: 

 Requires signed confidentiality agreements from all staff and contractors 

 Classifies data according to sensitivity levels (public, internal, confidential, restricted) 

 Restricts access to child protection, medical, HR, and financial data 

 Ensures that personal data collection is lawful, purpose-specific, and time-bound 

 Observes data minimization and anonymization principles in evaluations and research 

Staff are prohibited from sharing organizational data through personal email, social media, or 

unauthorized platforms. 

18. Monitoring, Evaluation, and Continuous Improvement 

18.1 Risk Monitoring Systems 

MCSG integrates risk monitoring into its broader Monitoring, Evaluation, Accountability, and 

Learning (MEAL) framework. This enables the organization to: 

 Track implementation of risk mitigation measures across departments 

 Maintain an up-to-date Risk Register that is reviewed quarterly 

 Use early warning indicators to detect shifts in internal or external risk environments 

 Monitor compliance with legal, safeguarding, financial, and security standards 

 Collect real-time data from field teams on emerging risks and vulnerabilities 

Monitoring is carried out using both qualitative and quantitative tools, including site 

assessments, checklists, and digital reporting systems. 

18.2 Key Performance Indicators (KPIs) 

To evaluate the effectiveness of risk management and duty of care practices, MCSG tracks 

specific indicators such as: 

 Number and severity of reported incidents per quarter 

 % of staff trained in key risk areas (e.g., safeguarding, data protection) 

 Timeliness of risk response actions and investigations 

 Audit and compliance outcomes 

 Beneficiary and staff feedback on safety and well-being measures 

Results are compiled into biannual risk management dashboards presented to senior 

leadership and board committees. 

18.3 Learning and Adaptive Management 

MCSG fosters a learning culture that enables the organization to evolve in response to changing 

contexts. This includes: 
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 Periodic after-action reviews following incidents or field disruptions 

 Reflection and learning sessions across departments and partners 

 Documentation of lessons learned and good practices in risk prevention 

 Integrating risk findings into program design, budgeting, and partnership strategies 

 Piloting innovative tools (e.g., mobile apps, GIS mapping, real-time tracking) for risk 

forecasting 

All policy and procedural updates are informed by field experience and stakeholder input. 

 

19. Roles, Responsibilities, and Accountability Mechanisms 

19.1 Governance and Oversight 

The Board of Directors of MCSG has ultimate responsibility for risk governance and duty of 

care. Their responsibilities include: 

 Approving the Risk Management and Duty of Care Policy and major updates 

 Reviewing quarterly risk and audit reports 

 Providing strategic guidance during major incidents or emerging risks 

 Ensuring resources are allocated for implementation of risk controls 

 Holding the Executive Team accountable for managing risk across the organization 

The Board may delegate oversight to a dedicated Risk and Compliance Sub-Committee. 

 

19.2 Leadership and Management Responsibilities 

The Executive Director and senior leadership team are responsible for: 

 Operationalizing the Risk Management and Duty of Care Policy 

 Embedding risk mitigation into organizational planning and operations 

 Ensuring cross-departmental collaboration on risk identification and response 

 Reporting key risks to the Board and relevant partners 

 Taking immediate decisions during emergencies and ensuring business continuity 

Each department head must include risk analysis in their work plans and budgets. 

19.3 Staff and Volunteer Roles 

All MCSG staff, interns, and volunteers have a shared duty of care and are expected to: 

 Understand and apply risk management principles in daily operations 

 Report concerns, incidents, or unsafe conditions promptly 
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 Participate in relevant trainings and drills 

 Follow standard operating procedures (SOPs) for security, safeguarding, and data 

protection 

 Support colleagues and uphold a positive safety culture 

Job descriptions and performance reviews include risk-related responsibilities where appropriate. 

19.4 Accountability Mechanisms and Feedback Loops 

To ensure transparency and accountability, MCSG has established the following mechanisms: 

 Whistleblower channels and anonymous reporting platforms 

 Beneficiary feedback systems, including hotlines and community consultations 

 Internal audits and independent evaluations of risk practices 

 Transparent incident reporting and resolution protocols 

 Regular publication of risk summaries (excluding sensitive or identifiable information) 

for key stakeholders 

Accountability is also driven through donor compliance reviews, government oversight, and 

community engagement. 

20. Crisis Response and Business Continuity Planning 

20.1 Crisis Response Framework 

MCSG has developed a structured Crisis Response Framework that ensures effective 

management of unexpected incidents, including natural disasters, political instability, pandemics, 

and other major emergencies. The framework is designed to: 

 Define roles and responsibilities for crisis management 

 Ensure immediate response protocols are in place to protect staff, beneficiaries, and 

assets 

 Activate the Crisis Management Team (CMT) within 24 hours of an emergency 

 Establish clear lines of communication, both internal and external, to stakeholders, 

donors, and regulatory bodies 

 Coordinate with local authorities and partner organizations in response efforts 

The CMT is composed of senior leaders from across departments (e.g., risk management, 

operations, security, communications, HR). 

20.2 Business Continuity Planning 

MCSG ensures that essential services continue during disruptions through a comprehensive 

Business Continuity Plan (BCP). This includes: 

 Identification of critical business functions that must remain operational 
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 Clear alternatives and contingencies for core programs and services 

 Backup plans for communication systems (email, phone lines, websites) 

 Deployment of remote work capabilities for staff if necessary 

 Regular testing and updating of continuity protocols, including simulations of power 

outages, internet disruptions, and staff absences 

Each department creates its own continuity plans and integrates them into the organization's 

broader strategy. 

20.3 Crisis Communication 

Effective crisis communication ensures that accurate information reaches all relevant parties 

during an emergency. The key components include: 

 Pre-established crisis communication templates and media statements 

 Assignment of a spokesperson (usually the Executive Director) for all public 

communications 

 Rapid response to media inquiries and social media activity during a crisis 

 Regular internal briefings for staff and stakeholders to keep them informed of 

developments 

 Post-crisis debriefing and public communication of outcomes and future prevention 

measures 

MCSG prioritizes transparency and clarity, ensuring that stakeholders feel informed and 

supported. 

 

 

21. Ethical Considerations in Risk Management 

21.1 Upholding Ethical Standards 

At MCSG, ethical considerations are integrated into every aspect of risk management, ensuring 

that all activities align with the organization’s core values and legal obligations. Key ethical 

principles include: 

 Respect for dignity and rights of all stakeholders, particularly vulnerable populations 

such as children, women, and marginalized groups 

 A commitment to non-discrimination, ensuring fair and equitable treatment in all 

aspects of risk management 

 The principle of transparency, ensuring that risk management strategies are clearly 

communicated to staff, beneficiaries, donors, and external stakeholders 

 The avoidance of harm, ensuring that risk mitigation measures do not unintentionally 

create adverse effects on affected populations or the environment 
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Ethical considerations guide decision-making in the identification, evaluation, and mitigation of 

risks. 

21.2 Conflict of Interest and Impartiality 

MCSG requires all staff, volunteers, and board members to declare any conflicts of interest that 

could influence decision-making in risk management processes. These measures include: 

 A clear conflict of interest policy that mandates disclosure of potential or perceived 

conflicts 

 The establishment of impartial decision-making processes where appropriate, such as 

in the selection of service providers or the distribution of aid 

 Ensuring that no personal gain or advantage is derived from organizational decisions 

regarding risk management or crisis response 

When conflicts arise, MCSG takes proactive steps to mitigate any potential negative impact on 

the organization’s credibility and operational integrity. 

21.3 Stakeholder Engagement and Accountability 

MCSG ensures that its risk management processes are inclusive and consultative. This 

includes: 

 Active consultation with local communities, beneficiaries, and partners to ensure risk 

management strategies meet their needs and concerns 

 Incorporating feedback mechanisms that allow stakeholders to express concerns or 

provide input on risk strategies 

 Commitment to accountable partnerships, where both MCSG and external stakeholders 

(such as donors or governments) hold each other to agreed standards and expectations in 

managing risk 

 Engaging with external audits and evaluations, ensuring an independent review of risk 

management policies and practices 

All decisions related to risk management are made with the utmost consideration for the ethical 

implications on the community and environment. 

 

22. External Partnerships and Collaboration in Risk Management 

22.1 Strategic Partnerships for Risk Mitigation 

MCSG recognizes that addressing risks, especially in complex operational environments, 

requires collaboration with external partners. The organization builds strategic partnerships to 

enhance its capacity to manage risks. Key partnerships include: 
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 Government agencies responsible for public health, security, and emergency services, 

ensuring alignment with national regulations and resources 

 NGOs and international organizations for joint response efforts in conflict zones, 

disaster relief, and crisis management 

 Private sector partners for logistics, technology solutions, and capacity building, 

especially in cybersecurity, health, and safety 

 Academic institutions for conducting research, risk analysis, and providing technical 

expertise 

MCSG’s external partnerships are designed to complement internal risk management efforts and 

strengthen the collective ability to address global challenges. 

22.2 Collaborative Risk Assessments and Preparedness 

In partnership with external stakeholders, MCSG participates in or leads joint risk assessments 

to identify potential threats and vulnerabilities in shared operational contexts. These 

collaborative assessments: 

 Focus on multi-sectoral risks (e.g., security, health, environmental, financial) 

 Lead to the creation of shared contingency plans and crisis response frameworks 

 Foster cross-agency collaboration on risk mitigation strategies and early warning 

systems 

 Include joint training and capacity-building initiatives for staff and partners 

Collaborative preparedness ensures that MCSG is well-positioned to respond to evolving risks 

while leveraging the collective expertise and resources of its partners. 

22.3 Data Sharing and Information Exchange 

Effective risk management requires the exchange of critical information among partners. MCSG 

has protocols for data sharing that enable: 

 Timely sharing of risk data with stakeholders involved in emergency responses or 

ongoing assessments 

 Adherence to confidentiality agreements and data protection laws to safeguard 

sensitive information 

 Use of secure platforms for sharing data on risk indicators, beneficiary information, and 

field reports 

 Regular briefings with external partners on high-priority risks or emerging threats 

This collaborative information-sharing system allows MCSG and its partners to make informed, 

data-driven decisions in a timely manner. 

22.4 Strengthening Community-Based Risk Management 



23 | P a g e  
 

MCSG prioritizes community-based risk management, working with local organizations and 

community leaders to ensure that risk management strategies are culturally appropriate and 

context-specific. This approach involves: 

 Building local capacity for risk identification and response, ensuring communities can 

act independently during crises 

 Developing community action plans that involve local stakeholders in risk assessments, 

preparedness, and response activities 

 Promoting inclusive and participatory processes that empower marginalized groups to 

actively engage in risk management 

These efforts build resilient communities that can effectively manage risks and bounce back 

from crises. 

23. Compliance with International Standards and Regulations 

23.1 Alignment with International Risk Management Standards 

MCSG is committed to adhering to international standards and best practices in risk management 

and duty of care. This ensures the organization's policies are consistent with globally recognized 

frameworks. Key standards and frameworks include: 

 ISO 31000:2018 – International Standard for Risk Management 

 Sphere Standards – Humanitarian Charter and Minimum Standards in Humanitarian 

Response 

 The UN Guiding Principles on Business and Human Rights 
 SDG 16.2 – Promote the Rule of Law and Ensure Equal Access to Justice for All 

 The Core Humanitarian Standard on Quality and Accountability (CHS) 

By aligning with these standards, MCSG ensures its operations are both efficient and 

accountable, promoting a culture of risk-aware decision-making throughout the organization. 

23.2 Legal and Regulatory Compliance 

MCSG ensures full compliance with both national and international legal frameworks that 

govern its operations. This includes: 

 National laws: Adherence to local regulations concerning labor, health and safety, child 

protection, and data privacy in all countries where MCSG operates 

 International laws: Compliance with international treaties and conventions, including 

the UN Convention on the Rights of the Child, International Labor Organization 

(ILO) standards, and other relevant human rights instruments 

 Humanitarian law and standards: Ensuring that MCSG’s operations comply with 

international humanitarian law (IHL), particularly in conflict and post-conflict settings 
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MCSG regularly consults legal advisors to stay up-to-date with evolving regulations and laws in 

its operating countries. 

23.3 Environmental and Sustainability Compliance 

MCSG is committed to implementing environmentally sustainable practices and ensuring its 

risk management strategies align with environmental protection standards. This involves: 

 Compliance with national and international environmental laws 

 Regular environmental impact assessments (EIA) for major projects 

 Adherence to sustainable procurement policies, ensuring that MCSG’s supply chain 

minimizes environmental harm 

 Integration of climate change risk assessments into project planning and 

implementation 

MCSG aims to reduce its ecological footprint and contribute to the achievement of the 

Sustainable Development Goals (SDGs), particularly SDG 13 (Climate Action). 

23.4 Accountability to Donors and Partners 

MCSG is fully committed to maintaining high standards of accountability to its donors, partners, 

and stakeholders. This includes: 

 Regular financial audits and reporting, ensuring that funds are allocated and spent 

according to donor agreements and legal requirements 

 Regular progress reports to donors on the implementation of risk management plans, 

crisis response efforts, and incident resolutions 

 Ensuring that donors and partners are kept informed of major risks and incidents that may 

impact program outcomes or delivery timelines 

Transparency and accountability in financial and operational reporting are foundational 

principles that guide MCSG’s engagement with donors and stakeholders. 

 

24. Continuous Review and Updates to the Risk Management and 

Duty of Care Policy 

24.1 Periodic Policy Reviews 

MCSG is committed to ensuring that its Risk Management and Duty of Care Policy remains 

current and relevant. The policy will undergo annual reviews to assess its effectiveness and 

ensure that it aligns with emerging risks, organizational changes, and best practices. Key aspects 

of the review process include: 
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 An evaluation of risk trends, including new and evolving threats in the external 

environment 

 A review of internal incident reports, lessons learned, and feedback from staff and 

stakeholders 

 Incorporating recommendations from audits, evaluations, and external experts 

 Ensuring that any changes in legal or regulatory requirements are reflected in the policy 

The annual review will involve input from the Risk and Compliance Sub-Committee, senior 

leadership, and key stakeholders. 

24.2 Feedback and Stakeholder Input 

MCSG ensures that the policy is continually informed by the needs and perspectives of internal 

and external stakeholders. Feedback will be solicited from: 

 Staff surveys and interviews to gauge the effectiveness of the policy and identify areas 

for improvement 

 Community consultations, especially in risk-prone areas, to ensure the policy remains 

responsive to beneficiary needs 

 Partner feedback on collaborative risk management efforts and outcomes 

 Donor evaluations on the integration of risk management in funded programs 

This feedback will be reviewed during the annual policy update to ensure that MCSG remains 

responsive and accountable. 

24.3 Policy Amendment Process 

If significant changes or updates are needed outside of the annual review cycle, MCSG will 

initiate a policy amendment process. This will involve: 

 A thorough consultation process with relevant stakeholders 

 Review and approval by the Risk and Compliance Sub-Committee and the Board of 

Directors 
 Communication of changes to all staff, partners, and relevant stakeholders 

 Updating all relevant internal documentation, training materials, and procedures to reflect 

the amendments 

All amendments will be documented and archived for future reference and accountability. 

24.4 Communication and Dissemination of Policy Updates 

After each review or amendment, MCSG will ensure that the updated Risk Management and 

Duty of Care Policy is effectively communicated and disseminated to all relevant parties. This 

includes: 
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 Distributing the updated policy to all staff, volunteers, and partners via email and 

intranet 

 Training and awareness sessions for staff on key changes to the policy 

 Posting the updated policy on the MCSG website and making it publicly available for 

transparency 

 Providing summary documents highlighting key changes for easier understanding 

MCSG will also ensure that new staff are on boarded with the updated policy during their 

induction process. 

 

 

End of Policy Document 

This concludes the Risk Management and Duty of Care Policy. The comprehensive strategies 

outlined in this document will guide MCSG's efforts to mitigate risks, protect stakeholders, and 

maintain a safe and supportive operational environment. Regular reviews, clear communication, 

and a commitment to continuous improvement will ensure that the organization is equipped to 

adapt to changing conditions and provide high-quality, ethical services to its beneficiaries. 

 

 


